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1. Introduction 

Email provides us a convenient and powerful communications tool. Unfortunately, it also provides scammers and other malicious 

individuals an easy means for luring potential victims. The scams they attempt run from old-fashioned bait-and-switch operations to 

phishing schemes using a combination of email and bogus web sites to trick victims into divulging sensitive information. To protect 

yourself from these scams, you should understand what they are, what they look like, how they work, and what you can do to avoid 

them. 

Typically, when we worry about hackers breaking into our computer systems, we focus on whether our software and operating 

systems are all up to date, with all the latest security patches installed. Unfortunately for us, however, it has been estimated that only 

about 3% of cyber attacks involve hackers attempting to exploit “holes” in our systems. Most attacks (about 97%) involve attempts to 

dupe their victims into falling for phishing schemes or something similar. Phishing attacks have become a significant threat. Consider 

the following numbers:  

 156 million phishing emails are sent out every dayi.  

 Email users receive up to 20 phishing emails each month. 

 On average, it only takes 82 seconds from the time a phishing email is first distributed until the first victim is hooked.  

 One study revealed that 23% of recipients open phishing emails. That study also found that 11% of recipients also open 

the malicious attachments. In a different study, over 25% clicked on fraudulent links. 
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 Websites connected to phishing attacks were able to steal information from between 3% to 45% of their visitors, 

depending on the particular site.  

 Within 30 minutes of a phishing attack, 20% of user accounts were compromised. 

 91% of reported data breaches resulted from phishing schemes.  

 The average large company loses $4 million every year to phishing attacks 

In this paper, we focus different types of phishing techniques, tools and service offering from vendors, market overview and common 

anti-phishing challenges an organization can face. 
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2. The definition of Phishing 

The practice of sending e-mails that appear to be from reputable sources with the goal of influencing or gaining personal information 

(Christopher Hadnagy, 2015).  

Phishing emails are crafted to look as if they’ve been sent from a legitimate organization. 

These emails attempt to fool you into visiting a bogus web site to either download malware (viruses and other software intended to 

compromise your computer) or reveal sensitive personal information. The perpetrators of phishing scams carefully craft the bogus web 

site to look like the real thing. 
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3. Common targets/attackers & reasons people phish 

 

It’s probably safe to say that there are common targets and common attackers. Phishers’ motives tend to be pretty typical: money or 

information (which usually leads to money). If an e-mail from “your bank” gets you to hand over your personal information, it could 

have drastic financial consequences if your identity is stolen. 

Other probable targets are the worker at any company. Although they alone may not have much information, mistakenly handing over 

login information can get an attacker into the company network. 

Other than regular people, there are clearly high-value targets that include folks located somewhere in the direct food chain of large 

corporations and governments. The higher people are in the organization, the more likely they are to become targets of spear phish 

because of the time and effort it takes to get to them and the resultant payoff. This is when the consequences can become dire at the 

level of entire economies as opposed to individuals. 

If you move beyond the common criminal and the common motive of quick money, the rationale and the attackers can get big and 

scary pretty quickly. At one end of that, there might be people interested in the public embarrassment of a large organization for 

political or personal beliefs. For example, the Syrian Electronic Army (SEA) has been cited in a number of recent cases in which 

phishing e-mails led to the compromise of several media organizations, including the Associated Press (AP),ii CNN, iii and Forbes,iv just 

to name a few. 
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Figure 1: Hacked AP Tweets 

 

Going even deeper, we get into cyber espionage at the corporate and/ or nation-state level. Now we’re talking about trade secrets, 

global economies, and national security. At this point, the consequences and fallout become clear to even the most uninformed citizen. 
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4. Techniques used by scammers 

One of the simplest ways that hacker take advantage of us is by the use of e-mail spoofing, which is when the information in the 

“From” section of the e-mail is falsified, making it appear as if it is coming from someone you know or another legitimate source 

(such as your insurance agent or cable company). 

 

 

Figure 2: The infamous Amazon.com phishing e-mail 
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Another technique that scammers use to add credibility to their story is the use of website cloning. In this technique, scammers copy 

legitimate websites to fool you into entering personally identifiable information (PII) or login credentials. These fake sites can also be 

used to directly attack your computer. (See Figure 3) 

 

Figure 3: Fake Amazon.com website 

One final trick that scammers use is to follow up phishing e-mails with a phone call. This is also known as vishing (for voice phishing) 

or phone phishing. Vishing has many malicious goals, ranging from adding truthfulness and credibility to an e-mail all the way to 

directly requesting confidential information. This technique emphasizes the idea that you should be closely protecting your PII.  
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5. Spear Phishing  

 

This is a phish that has been personalized to a specific recipient. The attacker has taken the time to get to know you; at a minimum, he 

knows your first name, last name, and e-mail address. Depending on how important you are, he might know a lot more than that. By 

doing just a few simple searches, he could find you through social media, your company’s website, or anything else that you’ve 

participated in online. If you’re really important, he’ll know all about your hobbies, your interests, and what properties you own; he 

might even have knowledge about your family. if he finds anything really bad or embarrassing, he might not even have to disguise his 

attempt to get what you have. At that point, he could just use that information to extort money or get you to data mine information for 

him.  

As weird as it is, it’s this level of research that can create a phish that’s very difficult to resist. An attacker that really wants what you 

have won’t hesitate to play dirty. He’ll find out if you recovered from a severe illness and are now an advocate for that charity. He’ll 

know if you like to gamble online or if you have a mortgage that’s too big for your paycheck. This is really the heart of a spear phish. 

It’s personal. 

Figure 4 is an example of a spear phish that was making its rounds to top-level executives fairly recently. Can you imagine getting this 

in your inbox? 
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Figure 4 – Spear phish 

What makes this a compelling message?  

 It uses the U.S. District Court logo.  

 It plays on fear and respect for authority. Who is ever happily surprised to be subpoenaed and COMMANDED to 

appear?  
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 It’s personalized to a full name, e-mail address, business, and telephone number.  

 It includes a time constraint. There’s a date and time the recipient must appear—or else. 

 It doesn’t have any obvious typos or grammar errors.  

 The sender is plausible: subpoena@uscourts.com 

This e-mail would be a very difficult catch for just about anyone. The following are only two indicators that you could find: 

 The link to the subpoena is malicious. In this example it led to a site that downloaded key logging malware.  

 The From e-mail address is @uscourts.com, which looks plausible except that the courts fall under a .gov top-level 

domain (TLD). 

  

mailto:subpoena@uscourts.com
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6. Examples of high-profile breaches started by phishing 

Target Corporation is probably one of the highest-profile breaches to date. It has affected close to 110 million consumers—an 

estimated 40 million credit cards and 70 million people with stolen PII; with those numbers, you might have been one of them.8 The 

interesting thing about this story, however, is that it appears as though the attack wasn’t specifically aimed at Target.9 This is a prime 

example of attack escalation. Target became a victim of opportunity after the real breach. The initial victim in this case was an HVAC 

vendor for Target that had network credentials. A person at the HVAC company received a phishing e-mail and clicked a link that 

loaded malware, which in turn stole login credentials from the contractor. The contractor network had connections to the Target 

network for things such as billing and contract submission. Not all of the attack details are known, but after attackers had access to 

snoop around, they eventually found entry into Target’s corporate servers and compromised the payment system. 

Although the final hit to consumers is still to be determined, the Target breach has already cost more than $200M for financial 

institutions to reissue compromised credit cards—and that’s before taking into account any charges for fraud, which consumers aren’t 

liable for. All in all, this was a dramatic and expensive lesson in the dangers of phishing. 

Another notable breach that you may not even remember involved RSA. At this point, any mention of RSA probably relates to the 

encryption controversy it experienced in connection to the National Security Agency starting in late 2013. That story was so big that it 

practically overshadows the corporate breach the company experienced in 2011. Unlike the opportunistic Target attack, this one 

appears to have been a very deliberate action taken against RSA employees. It was apparently the result of a malicious Excel 

spreadsheet attachment to an e-mail sent to low-level RSA users (See figure 5) 
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Figure 5 – RSA phish 

RSA’s spam filters reportedly caught the e-mails, sending them to users’ Junk folders. The interesting point here is that humans 

overrode technical controls that worked the way they should have. At least one recipient opened the e-mail and clicked the attachment. 

This gave attackers entry into the internal network and enabled them to eventually steal information related to some of RSA’s 

products. It was reported that in the quarter that followed the breach, parent company EMC spent $66M on cleanup costs, such as 

transaction monitoring and encryption token replacements. 
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7. Market overview  

The Anti-Phishing Simulation market is a subset of the larger market for security awareness computer-based training (CBT) and is 

driven by the recognition that, so long as technology-based security systems do not provide perfect protection, humans, with all of 

their inherent strengths and weaknesses, play an undeniable role in an organization's overall security and risk posture.  

This reality, coupled with enterprise and employee adoption of mobile, Internet of Things (IoT) and cloud solutions, requires CISOs to 

recognize and manage the increasing impact of employee behavior on enterprise security and risk management efficacy.  

The security education CBT market is a rapidly growing market focused around delivery of content for end-user security awareness. 

Other than Anti-phishing simulation, its offerings are currently focused on robust LMS platforms to enable content assignment as well 

as reporting of metrics and intersection with threat intelligence, endpoint detection and response (EDR), and incident response to 

enable tailored, context-relevant training/testing content, as well as the ability to quickly analyze reported/suspected phishing emails 

and determine their risk. 

According to Gartner, the market is experiencing 50% growth over the last years and is currently projected to have a market size of 

approximately $250 million in 2016. Gartner anticipates sustained year-over-year growth in the 40%-to-60% range through at least 

2018.v 

The vast majority of vendors experienced year-over-year revenue growth of greater than 25%. 
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8. Vendors’ landscape  

 

Company Website Product and approach 

 
PhishMe 

 

 
 

https://phishme.com/ 

PhishMe Simulator uses industry-proven behavioral conditioning methods to better 

prepare employees to recognize and resist malicious phishing attempts. Provided as a 

SaaS-based conditioning platform, PhishMe Simulator generates customized phishing 

attack scenarios recreating a variety of such real-world attack techniques as:  

 Spear phishing attacks  

 Social engineering attacks  

 Malware and malicious attachments  

 Drive-by attacks  

 Advanced conversational phishing attack 

The solution provides pre-built and customizable phishing scenarios in a library of 

content in 19 languages 

PhishMe Triage is the first phishing-specific incident response platform that allows 

security operation and incident responders to automate the identification, 

prioritization and response to threats delivered via phishing emails. 

 

 

https://phishme.com/
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Company Website Product and approach 

PhishLabs 
 

 

https://www.phishlabs.c
om/  

T2 Spear Phishing Protection is an end-to-end solution consisting of three services: 

 T2 Employee Defense Training: Conditions employees to recognize and report 

phishing threats, turning them into a powerful security asset. 

 T2 Analysis and Mitigation: Analyzes and disrupts spear phishing attacks before 

target systems and data are compromised; and 

 T2 Threat Intelligence: Enhances security tools and analytics platforms with 

intelligence from real-world spear phishing attacks. 

 

PhishLine 

 

https://www.phishline.c
om/  

PhishLine is a complete Social Engineering Management Platform created for enterprise 

clients.  PhishLine can test across email, SMS, voice, and portable media platforms. The 

solution includes advanced campaign management for targeting specific employee groups, 

languages, geographic areas, time zones, scheduling factors, or other attributes. In addition 

it allows customers to determine the types of phishing campaigns its employees are the 

most susceptible to 

PhishLine’s Technical Vulnerability Profiling System establishes an educational picture of 

known software vulnerabilities based on the software profile of a user's machine once they 

have clicked on a link.  

 

 

https://www.phishlabs.com/
https://www.phishlabs.com/
https://www.phishline.com/
https://www.phishline.com/
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Company Website Product and approach 

IronScales 
 

 

https://ironscales.com  

IRONSCALES offers multi-layered solution, including : 

 Crowd Sourced Intelligence & SIEM Integration with Over 50 Anti Malware 

Engines, Sandbox Solution 

 Increased Detection Rates & Reduced Detection Times By Providing Employees 

With Better Tools & Insights (IronShield) 

 A Real-time Email Phishing Incident Response Solution (IronTraps) 

 Building Awareness with Personal and Tailored Assessment & Training Automatic 

sharing Of Global Zero-day Phishing Attacks Across Organizations  

 

MediaPro 
 

 

https://www.mediapro.c
om/security-awareness-
program/anti-phishing/  

Offers wide Security awareness training (CBT) including simulated phishing tests, with 

thousands of enterprise customers. 

MediaPro’s Adaptive Phishing Simulator delivers a complete solution to assess, train, and 

test employee vigilance across your enterprise. It is rich in features and offers your 

administrators plenty of phishing options. 

MediaPro offers a phishing solution that is integrated with its courseware so that 

employees, caught by phishing lures, can be automatically enrolled a specific course in the 

LMS (such as a phishing awareness course). 

 

 

https://ironscales.com/
https://www.mediapro.com/security-awareness-program/anti-phishing/
https://www.mediapro.com/security-awareness-program/anti-phishing/
https://www.mediapro.com/security-awareness-program/anti-phishing/
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Company Website Product and approach 

KnowBe4 

 

https://www.knowbe4.c
om/phishing-security-
test-offer  

 Offers wide Security awareness training (CBT) including simulated phishing tests, with 

thousands of enterprise customers. 

 KnowBe4 offers free tools for phishing security test for up to 100 employees and free 

email exposure check that lists employees' email addresses that are exposed to the 

public. 

Wombat 
 

 

https://www.wombatsec
urity.com/security-
education/simulated-
phishing-attacks  

ThreatSim 

 Provides a variety of customizable email templates that address three key testing 

factors: embedded links, requests for personal data, and attachment downloads.  

 Utilizes “just-in-time teaching” at the moment an employee interacts with a mock 

phishing email, explaining what happened, outlining the dangers associated with real 

attacks and give practical advice about avoiding future traps 

 supports 25 languages,  

 Includes one-click email Phish-reporting tool and analysis tool, which utilizes machine 

learning to prioritize emails. 

 Reports employee responses to various attack scenarios.  

https://www.knowbe4.com/phishing-security-test-offer
https://www.knowbe4.com/phishing-security-test-offer
https://www.knowbe4.com/phishing-security-test-offer
https://www.knowbe4.com/phishing-security-test-offer
https://www.knowbe4.com/email-exposure-check/
https://www.knowbe4.com/email-exposure-check/
https://www.wombatsecurity.com/security-education/simulated-phishing-attacks
https://www.wombatsecurity.com/security-education/simulated-phishing-attacks
https://www.wombatsecurity.com/security-education/simulated-phishing-attacks
https://www.wombatsecurity.com/security-education/simulated-phishing-attacks
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Company Website Product and approach 

Inspired 
eLearning 

 

 

http://www.inspiredelea
rning.com/phishing_train
ing/anti_phishing_trainin
g.htm  

Offers wide Security awareness training (CBT) including simulated phishing tests, with 

thousands of enterprise customers 

PhishProof assessments help identify weak spots in your employee base and give users 

training when it is most effective — the moment they click. This just-in-time training is 

more time efficient and cost effective, offering a greater return on training investment. 

PhishProof is available as a completely managed service where our team of experts design 

and deploy assessments and training to your specifications, or as a Software-as-a-Service 

model where you can use the powerful, user-friendly software to build and deploy your 

own assessment within minutes. 

InfoSec Institute 
 

 

https://www.infosecinsti
tute.com/phishsim  

As part of CBT offering, Infosec offers PhishSIm anti-phishing simulation. 

The solution includes crowdsourced and customer-contributed phishing messages, 

designed and tested to simulate real-world conditions – including their ability not to land in 

“spam”, phishing message templates and tools like a WYSIWYG editor, variable macros, in-

browser preview and email preview for customizing phishing tests. The dashboard 

providing your entire IT organization with insight into individual performance and 

company-wide security posture alike. 

The SecurityIQ PhishReporter enables employees to effectively become a part of the 

organization’s security team, since it allows users to flag suspicious emails they encounter.  

http://www.inspiredelearning.com/phishing_training/anti_phishing_training.htm
http://www.inspiredelearning.com/phishing_training/anti_phishing_training.htm
http://www.inspiredelearning.com/phishing_training/anti_phishing_training.htm
http://www.inspiredelearning.com/phishing_training/anti_phishing_training.htm
https://www.infosecinstitute.com/phishsim
https://www.infosecinstitute.com/phishsim
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Company Website Product and approach 

Symantec  
(Blackfin Security) 

 

 

https://www.symantec.c
om/products/messaging-
security/phishing-
readiness  

Blackfin Security was acquired by Symantec in 2015. Symantec Phishing Readiness gives 

organizations the ability to carry out simulated phishing attacks from a simple, centralized 

platform. Create and deploy targeted emails, and analyze employee behavior using 

detailed metrics to assess organization’s susceptibility to phishing attacks. 

BeOne 
Development 

 

 

https://www.beonedevel
opment.com/solutions/p
hishing-simulation/  

The BePhished phishing simulation tool allows sending out simulated phishing emails. It is 

offered as a SaaS solution, giving the possibility to easily set up a fully customized phishing 

campaign, including customizing email templates, landing pages and domain names.  

There is also the possibility of a managed service in which BeOne Development will manage 

the simulation process 

PhishThreat 
(Sophos) 

 

 
 

https://www.sophos.co
m/en-us/products/phish-
threat.aspx  

Sophos Phish Threat educates and tests end users through automated attack simulations, 

quality security awareness training, and actionable reporting metrics. 

Solution allows simulating phishing, credential harvesting, or malware attacks in a few 

clicks. Campaigns can be distributed broadly or targeted at specific roles in the 

organization. The dashboard provides the IT organization with insight into individual 

performance and company-wide security posture alike. 

 

  

https://www.symantec.com/products/messaging-security/phishing-readiness
https://www.symantec.com/products/messaging-security/phishing-readiness
https://www.symantec.com/products/messaging-security/phishing-readiness
https://www.symantec.com/products/messaging-security/phishing-readiness
https://www.beonedevelopment.com/solutions/phishing-simulation/
https://www.beonedevelopment.com/solutions/phishing-simulation/
https://www.beonedevelopment.com/solutions/phishing-simulation/
http://phishthreat.com/
https://www.sophos.com/en-us/products/phish-threat.aspx
https://www.sophos.com/en-us/products/phish-threat.aspx
https://www.sophos.com/en-us/products/phish-threat.aspx
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9. About CyberDB 

CyberDB (www.cyberdb.co) is the leading global research databank for Cyber solutions and vendors. 

CyberDB database includes over 1,200 vendors and 5,000 products, categorized into 8 main cyber categories and 146 sub-

categories. The company publishes market researches and summaries on bi-weekly basis on cyber categories.  

The database is being used by VC’s, multinationals, CISO’s and system integrators worldwide to help them navigate through the 

dynamic cyber landscape. 

In addition, CyberDB offers its customers Consulting Services for Cyber Product Strategy, Cyber Technology Scouting and tailored 

Market researches. 

CyberDB is established by the founders of Stratechy, strategy consulting practice that has been working with management teams of 

Hi-Tech vendors to shape their product strategy turn-around and design and execute their Go-To-Market plan. Among its customers, 

are NEC Corporation, Samsung, Rafael, Amdocs, Nice, Adallom (Microsoft), Brother, Cyberbit (Elbit) and S21Sec 

Please contact CyberDB at info@cyberDB.co or visit us in www.cyberdb.co, on Twitter or LinkedIn  

http://www.cyberdb.co/
mailto:info@cyberDB.co
http://www.cyberdb.co/
https://twitter.com/CyberD_B
https://www.linkedin.com/company/cyberdb
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